
 
Invent Penn State is a Commonwealth-wide initiative to spur economic
development, job creation, and student career success. Invent Penn State blends
entrepreneurship-focused academic programs, business startup training and
incubation, funding for commercialization, and university-community
collaborations to facilitate the challenging process of turning research discoveries
into valuable products and services that can benefit Pennsylvanians and
humankind. Learn more at invent.psu.edu.

Penn State is an equal opportunity, affirmative action employer, and is
committed to providing employment opportunities to all qualified applicants
without regard to race, color, religion, age, sex, sexual orientation, gender
identity, national origin, disability or protected veteran status.

AI-Enhanced Cybersecurity: Detecting and
Characterizing Network Scanner
ID# 2020-5127

Technology Summary
This invention focuses on addressing challenges in detecting and characterizing malicious
scanning activities in network data. It proposes the use of network telescopes, also known as
“Darknets,” to capture and analyze unsolicited traffic directed towards unused IP addresses.
The data collected from Darknets can help identify patterns of malicious scanning, which are
crucial for preventing cyber-threats. However, analyzing Darknet data presents difficulties due
to its heterogeneous nature, high dimensionality, and non-linear interactions. To overcome
these challenges, the invention introduces a framework involving deep neural networks for
dimensionality reduction and clustering. This framework aims to create information-preserving
representations of scanner data, enabling the identification of distinct scanning behaviors.

Application & Market Utility
The need for strong cyber security exists across many different industries including
manufacturing, communication and financial services, energy sector, and health care. The
system operates in a cloud-based hardware environment and can be accessed through a user
interface to provide analysis results to users or third parties interested in cybersecurity insights.

Next Steps
The next steps for this invention involve refining the framework using deep neural networks to
detect malicious scanning activities in network data. Seeking collaboration and/or licensing
opportunities to further develop and integrate the framework into existing cybersecurity
systems
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